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Abstract 

The Financial Scheme that plays an important role in helping students is the Gamification 
Scholarship Scheme. The Gamification scholarship scheme helps human life in the world of 
education. Gamification is an approach that uses elements in games or video games with the aim 
of motivating students in the learning process and maximizing feelings of enjoyment and 
engagement in the learning process. To encourage higher education, the government has done 
various things. However, there are several things that make it difficult for students to use it, such 
as distributing scholarships to students belonging to underprivileged families. The Gamification 
scholarship scheme is one of the most financially instrumental schemes in helping students, but 
it has not been verified which results in a lack of transparency between students and their 
respective Education Offices, then there is still a lack of tracking of application forms in this study, 
we propose a Smart Contract which addresses the lack of Scheme Scholarships for Colleges and 
Universities outlined above. It has four entities: Board of Education, Students, College and Bank. 
This Blockchain based smart contract has been developed to provide a user-friendly and 
transparent and constant environment between students and the education board. Blockchain 
platform has developed many applications but none can overcome the government scholarship 
scheme. 

  
Keywords: Blockchain; Gamification; Scheme of Scholarship; Smart Contract  
  
 
1. Introduction 

The Ministry of Education and the Ministry of Human Resources design and manage the 
learning policy-making process. It also addresses the various student fees. National Scholarships 
that have been awarded by the government as well as External Scholarships offered by other 
countries are 2 types of scholarships provided by the Department of Main Studies. In order to 
present Big Learning and become a financial instrument in helping students for low-income 
families, this Gamification scholarship scheme plays an important role. There are 4 entities in this 
scheme: Learning Boards, Students, Large Schools and Banks. Currently the process of the 
Gamification scholarship scheme is student authentication that is being tried by the College and 
Learning Council. Student authentication tasks are handled manually by the two entities, of course 
this takes a lot of time. 
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Students who take part in the Gamification scholarship scheme will send the scholarship 
directly to their respective bank accounts [1]. The Gamification scholarship scheme will later use 
a special platform [2]. We have been working continuously to improve the existing system, but 
there are still some zones that need to be improved to maximize and improve the current system, 
we hereby recommend Blockchain-based smart contracts for the Gamification scholarship 
scheme. The smart contract for the Gamification scholarship scheme aims to reduce the need for 
manual labor so that it does not take a lot of time, automating the existing system [3]. 

This research has 4 parts. In section 2 describes a related comparison of the Blockchain 
Platform. Section 3 describes the gamification of Scheme scholarships for students via Blockchain 
and smart contracts. Part 4 conclusion. 

 
2. Research Method 
 

In this study using blockchain technology, Blockchain was first created by Satoshi 
Nakamoto, blockchain has a very large level of security where the information contained in the 
blockchain is difficult to manipulate, but transparent, where users can easily check the authenticity 
of information, or the money system. highly secure Peer to Peer electronics [4]. Blockchain has 
many applications in the financial and non-financial fields. Ethereum is a very well known 
Blockchain platform [5]. Within Ethereum there are platforms for scaling up smart contracts as 
well as distributed Applications. Various applications have shifted to the Blockchain platform using 
smart contracts [6]. Among other things, applications in agriculture, e-waste management, health 
and business applications but regarding smart contact based scholarships have not been 
proposed [7]. 

 
 
 

 
Fig. 1. Blockchain Value 

 

 

 The picture above is a Blockchain Value Chain, which starts from the left of Financial, 

for example the use of Blockchain is Banking [8]. On the right, there is a Value Exchange, or 

more easily imagined is the cash transformer for computerized money. For the record, if we 

have a payment card from a bank such as e-cash, streak and so on, it is not an advanced currency, 

the currency is Rupiah, it's just computerized recording. Then where is the advanced currency? 

For example Bitcoin, Etherium, and others [9]. On the right again is the Asset Register, 

examples of using Blockchain here are Supply Chain Management, gold and diamond 

transactions, and others. And the most right is Security, an example of using Blockchain here is 

Digital Identity Management. Customer identities can be found for Know Your Customer and 

Anti Money Laundering (KYC / AML) tracking [10]. 
 

 
3. Results and Analysis 

 
Part 3 of this research explains Gamification scholarship scheme, basic concepts of 

Blockchain and smart contracts 
 

3.1 Gamification Scholarship Scheme  
This Gamification scholarship scheme is one of the scholarships offered by the Ministry 

of Education. The purpose of this scheme is to help students from low-income families. At Rahara 
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University there are 1,000 students registered in this Gamification scholarship scheme which is 
given to both male and female students. Requirements for students who are eligible to register, 
the grade on the high school diploma must average six, domiciled in the city of Tangerang, have 
a letter of assistance from the urban village [11]. Students who have successfully registered will 
get a question in which there are 100 questions in total, if the student succeeds in answering step-
1 all correctly then the student will get points and these points can be collected or exchanged for 
offers available on the platform to get a score at least 85 of the questions on the gamification 
scholarship scheme platform [12]. 

How the Existing Gamification scholarship Scheme Works: Every June-July an 
application form is released [13]. The platform is used by students to apply for scholarships. 
Students fill out the form and requirements that have been directed [14]. After that, students will 
get a notification on each email if they meet the criteria. If they meet the criteria, students can 
immediately log back in to the gamification scholarship scheme platform and will get a fund of 
IDR 3,000,000 in 3x24 hours [15]. Verification and validation of the registration form is done 
manually. The status of an active or inactive bank account will not be checked by the authorities, 
the scholarship funds will be returned to the Learning Board if the scholarship recipient's bank 
account is inactive [16]. 
 
3.2 Blockchain  

Technological developments have resulted in the emergence of a new technology called 
blockchain, this technology has advantages in terms of security, because it is a recorder that 
records open transactions and uses a decentralized database without going through third party 
intermediaries [17]. Initially blockchain was only used for transactions from encrypted electronic 
currencies such as bitcoin, but along with more in-depth research on developing currencies, 
blockchain technology is increasingly developing, not only for making transactions, but this 
technology is also related to existing technology [18]. like topology. network, cryptography, and 
consensus algorithms. Current technological advances are very influential for an organization 
[19]. 

 

Table 1. Field in the books 

Fields in the bloks Size of the fields in Bytes Description of the field 

Block Size 4 2 

Block Header 80 4 

Transactions 1-9 6 

 

 

Interestingly, the block header contains various fields like previous hash, root merkle, 

timestamp, problem target and that's what makes the block different [20]. Table 2 will describe 

these areas. With blockchain, cryptographic hashes. 

 

Table 2. Fields in the Block Header 

Field Size of the field in the bytes Description of the field 

previous Hash 32 Reference to previous block 

Market Root 32 The root of market tree 

Nonce 4 Counter Used in block 

mining 

  

Each block contains transactions in which these transactions are similar to bookkeeping 

records that have multiple entries in them [21]. Each transaction has several entries that act to bill 
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the user and one or more outputs, to which the user account is added credit [22]. It is not important 

that all the information and results be summarized in the same amount, but the results can be 

summarized into slightly less information [23]. This difference is referred to as an exchange fee, 

it is a small amount that is charged by miners to put transactions into blocks which are then loaded 

on the Blockchain [24]. 

If you want to make transactions, users need to download a computerized currency wallet 

(digital currency) which contains several public keys and private keys [25]. Transactions are 

framed by selecting important sources of information and outcomes, as shown by the sender and 

the sender specifying only the recipient and the amount to be transferred [26]. The complexity of 

the work in them is kept away from the sender. When an exchange is framed, it is tagged with the 

sender's private key using the Elliptic Curve Digital Signature Algorithm. Once this exchange is 

created by the closest center of the Blockchain organization, this central point then checks its 

trustworthiness by confirming follow-up alerts using the sender's public key. It is also checked 

that the information specified in the exchange is not used or not [27]. If the Exchange document 

is effectively checked, then it is stored in the Transaction pool [28]. Transaction pool is a store 

for various transactions not included in any block to date. The exchange is carried out at the 

Bitcoin organization, but has been removed from the Blockchain until recently [29]. Mining is a 

cycle of remembering square swaps after confirming them. Confirmation by calculation is the 

basis of the Bitcoin framework. The exchanges are chained into blocks, which require a lot of 

computation. In 32 bytes Digger collects exchanges from the exchange pool and creates a Merkle 

tree to encapsulate all exchanges [30]. The square header is also developed by the new box 

according to the configuration. At that time, using the Proof-of-Work calculation, the digger can 

approve the newly created box [31]. After mining, the digger broadcasts the newly created box 

on top of the Blockchain organization. The center point and the different diggers at that time 

confirmed the square. This box is then attached to the Blockchain if there is agreement about the 

accuracy of the Blockchain organization [32]. 

 

3.3 Smart Contract 

Smart Contract is a term used to describe a self-functioning PC program protocol that 

runs naturally when certain conditions are met. American PC Nick Szabo in 1994 made a sharp 

contract. The sale and purchase of products, genuine inheritance, protection and so on are made 

possible by Smart Contracts [33]. Smart Contracts perform the necessary activities when the 

necessary conditions are met. There are Smart Contract preferences as follows [34]: 

 

● Independence: Smart agreements remove the prerequisite for outsiders. 

● Speed: Manual checks and handling records take a lot of time causing delays in cycle 

completion. Smart Contracts are a programmable cycle and require no human 

involvement which saves valuable time. 

● Reliability: Data on the Blockchain cannot be deleted or changed. 

● Fault: The absence of human impedance, human error is unlikely. 

● Bank: smart contact provides a lot of reserve funds due to fee waivers for third parties. 

 

Lack of guidelines: Not many laws for Blockchain, Smart Contracts, and cryptocurrencies 

in the legal field around the world to date.  

 

● Tough execution: It takes a lot of effort to devise brilliant agreement terms for elements 

of today's reality. 

● Changing the impossible smart contract: favorable situations are one of the significance 

of a brilliant deal can happen. 

● to be detrimental. It cannot be applied for a meeting to change the current conditions in 

the Smart agreement. 
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The gamification scholarship scheme relies on four individual substances. The substance 

is the Board of Education, Students, Universities, especially Banks. This substance is described 

in the attached subsection in detail [35]. The first step in this cycle is Smart Contract submission. 

As per the rules of the Gamification Scholarship Scheme, the top 1,000 students must be selected 

who can apply for grants [36]. The Board of Education is responsible for selecting attractive 

students depending on their level of footprint in class. Students who apply for grants will be 

confirmed by this staff with a file provided by the student [37]. Within the proposed framework, 

elements compared to Education Boards have been mechanized with the help of Smart Contracts 

[38]. From the school's information premise, the best 500 students will be selected to get a grant 

[39]. When a student applies for a scholarship, certain checks will be carried out by the system, 

because if the student gets a place with the best 500 students, otherwise the student doesn't exist 

eligible for the application structure and not eligible for a grant [40]. Banks and Colleges also 

need to confirm students. After confirmation by the bank and school elements, students will be 

added to the Blockchain for a very long time for graduation. The students must be effectively 

validated by the Smart Contract and then on a predetermined date the students will receive 

assistance in their respective ledgers. The manual work expected to perform report validation is 

no longer required, as verification is carried out with care. When the disbursement period after 

the course is over, Smart Contracts exclude students from Blockchain [41]. Keen's Contract for 

Gamification scholarship scheme uses a web interface for application form contributions and 

confirms student intricacies from the Board of Education's own information premise [42]. 

 

Fig. 2 displays the login entries for the student. In the current Gamification scholarship 

scheme setting, students can apply to benefit from the plan, and will be able to track their status. 

This registration is completed by filling in the online structure on the gamification scholarship 

scheme platform [43]. This structure captures the intricacies of students and banks. In the Smart 

Agreement on the gamification scholarship scheme, all students who are initially registered are 

required to enter using the transfer number, number, year of graduation, as well as their KTP and 

diploma. If the above is verified efficiently, then students are diverted to fill in the structure of the 

gamification scholarship scheme. 

 

 
 

Fig. 2. Interaction between the Board of Education, Students, Colleges, and the Bank 
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 Fig. 3 Entrance portal for students 

 

● Main Academy: The task of the school substance in the Gamification scholarship Scheme 

is to check whether a particular student is enrolled in their school or not. This growth is 

seen in Photo 3. Approved school staff can refresh the intricacies of incoming applications 

after entry with their documents. This subtlety is the level of traceability and search 

participation after the course [44]. It also refreshes the level of the student's footprint and 

participation in the courses he is eyeing. Using this subtlety, the board of education can 

justify that certain students comply with the requirements for the program. Within the 

proposed framework, whenever a student fills in the structure of the Gamification 

scholarship Scheme efficiently, an application that will arrive immediately for the school 

is made [45]. 

 

 
 Fig 4. Display of total student scores on the gamification scholarship scheme 



e-ISSN: 2622-6804 p-ISSN: 2622-6812 ■ 108  

 

 
ATM  Vol 6, No. 2 July 2022: 102-111 

 

In the Gamification scholarship Scheme Smart Contract, whenever a student efficiently 

demonstrates the structure of his application, a student financial balance information column with 

extra fields to emphasize dynamic or non-dynamic status is created in Pending Bank Applications. 

This development is shown in Photo 4. This is an important step that must be taken because, if 

the status of the student's major novel is not dynamic, a notification can be made to confirm that 

the student changes the status of his financial balance which is not included in the framework 

[46]. 

 

 
Fig 5. Display of student account status bank in Smart Contract 

 

Smart Contracts have been created to test the legal work of the proposed framework. And 

it is an open source feature used to investigate, compile, and test Solidity Smart Contracts. 

Elements characterized in segment 4 are executed in Solidity and Java Server Pages (JSP) using 

NetBeans. NetBeans is an air of coordinated enhancement. This threat was tried using Kali Linux 

2019. 1a. The application efficiently copes with the incursions referred to in Table 1. The Smart 

Contract website interface attempts to fight against various incursions. 

We implemented a time booster in our application by changing the frame clock but this 

was prevented efficiently by always synchronizing the clock work. Smart Contracts for 

Gamification Scholarship Schemes are tested by running various threats. The next threat is a 

phishing attack. Phishing threats are non-negotiable with our application due to the presence of 

Google Recaptcha in our application. The next threat we face is a coded animal threat collection 

bot that is actualized by java content and has been successfully prevented with the push of Google 

Recaptcha. 

Ganache reproduces individual Ethereum Blockchains and is intrinsically validating 

against Sybil, Race, and Eclipse attacks. Our application also corrects against Sybil invasion, Race 

invasion and Eclipse invasion due to Ganache. Ganache performs Casper calculations to avoid 

Sybil. This threat is bypassed to prevent an approaching and active association in Ganache. 

Ganache automatically mines the exchange and upgrades it to the box when sent to the Ethereum 

organization so race attacks are not a module of the app. Replay assault can be tried in the 

application because it is based on a non-fork blockchain. However, threats can be prevented using 

HTTPS agreements and Denial of Service attacks can also be prevented using blockchain business 

sessions such as Hyperledger, R3 Corda, and Hashgraph. 

 
4. Conclusion 
 

In the current gamification scholarship scheme system, there are several challenges such 
as no detectable utilization structure, lack of openness between students and the Learning Board, 
and no major novel confirmation. In this paper, Smart Contracts have been planned and 
implemented for a Blockchain-based gamification Scholarship Scheme for College Students. With 
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the current robotization gamification scholarship scheme, students who focus on different 
examinations are identified in a mechanical framework by the structure of the monitor application, 
students not only get funds, students will also get gifts if the student answers the questions 
correctly. With blockchain driven, we have the option to achieve candor between the student 
element as well as the Learning Board element.  

Furthermore, the proposed Framework is ready to efficiently deal with the problems 
mentioned above. The gamification scholarship scheme consists of 4 substances including; Study 
Boards, Students, Large Schools, and Banks. Blockchain-based Smart Contracts for Gamification 
scholarship schemes provide easy-to-understand weather for students as well as protect the 
direct bond between students and their dedicated Learning Board. Smart agreement website 
interface is efficiently tried against Denial of Service attack, Time-Jacking attack, Phishing attack, 
Man in the center attack, Brute power attack on password using bots, Sybil attack, Eclipse attack, 
Replay attack, Overflow attack, Invasion Underflow, as well as the Race invasion but ran aground 
against the Denial-of-Service invasion and the Man in the Middle invasion.  

In the next period, Smart Contract testing will be attempted on attacks such as 
Impersonation Proof attacks, Stage Hijacking attacks and Quantum calculation based attacks. to 
make it more comfortable and warm, Currently the situation is limited by the website application. 
It is possible to reach out to such a committed mobile phone application in the future. 
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